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Abstract—A two-hop relay network is considered, in which an
eavesdropper can overhear the relaying signal. To prevent the
eavesdropper from decoding this signal, a destination transmits
a jamming noise while a source transmits the data signal to the
relay. At the same time, the relay can harvest energy from both
the source signal and the jamming noise, and use this harvested
energy to forward the received signal to the destination. In such
a wireless-powered relay system with cooperative jamming, we
propose two adaptive relaying schemes based on power splitting
and time switching techniques. In the proposed power splitting-
based relaying (PSR) and time switching-based relaying (TSR)
schemes, the relay controls the power splitting ratio (p) and
time switching ratio (a), respectively, in order to achieve a
balance between signal processing and energy harvesting. We
find analytically the optimal values of p and « in each scheme
to maximize the secrecy capacity under the assumption of high
signal-to-noise ratio. Interestingly, although the eavesdropper’s
channel state information (CSI) is used in the derivation of the
optimal control parameters (p and «), they are shown not to
be affected by the eavesdropper’s CSI in a high SNR regime.
This implies that the proposed schemes can be effective even for
practical environments where there is no eavesdropper’s CSI.
Furthermore, simulation results show that they well coincide with
the exact solutions in practical environments even though the
closed-form solutions are obtained with a high SNR assumption.
Moreover, the comparisons of PSR and TSR in various scenarios
show that the two relaying schemes have complementary perfor-
mances depending on the network conditions. Specifically, PSR
achieves greater secrecy capacity than TSR when the channel
condition is unfavourable to the eavesdropper for wiretapping.

Index Terms—Energy harvesting, physical layer security, se-
crecy capacity, cooperative jamming, power splitting, time switch-
ing

I. INTRODUCTION

Recent technological advances in smart devices capable of
wireless communication have been key in speeding up the
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realization of the Internet of Things (IoT). As an essential
building block for IoT, mobile communication systems are re-
quired to fulfill additional performance indicators: long-range
communication and long device life time [1]. For example,
NarrowBand IoT (NB-IoT), Long range (LoRa), and Sigfox
share the same key design objectives of long-range com-
munication and long device lifetime although these systems
have different specifications based on different techniques. On
top of these design objectives, the communication security is
considered as an essential requirement due to their wide scopes
encompassing commercial, industrial, governmental, and mil-
itary applications [2], [3]. Considering the limited hardware,
low-complexity, and severe energy constraints of IoT devices,
physical layer security methods are attracting great attention as
alternatives to the conventional cryptography-based methods in
IoT systems [4]-[9].

In the presence of an eavesdropper, ‘secrecy capacity’ is
defined as the difference between the link capacity from the
source to the destination (i.e., the main link) and that from the
source to the eavesdropper (i.e., the wiretap link), such that a
negative secrecy capacity indicates that the eavesdropper can
successfully interpret the source signal [4]. One of the most
common strategies used to increase the secrecy capacity is
cooperative jamming [5]-[9], where friendly jammers transmit
jamming signals to prevent the eavesdropper from decoding in-
formation from the source signal. In [5], the beamforming vec-
tor of multiple relays for cooperative jamming was optimized
to maximize the secrecy rate with the power constraint of an
individual relay. In [6], a joint cooperative beamforming and
jamming strategy was studied to try to improve the security of
cooperative relay networks without the instantaneous channel
state information (CSI) of the eavesdropper. In [7], optimal
relay selection and power allocation for the data signal and the
jamming noise were jointly considered to maximize secrecy
rate, while in [8], the jamming noise from the destination
was considered, and jamming power allocation strategies were
proposed, to minimize the outage probability of the secrecy
rate. In [9], a criterion to select intermediate nodes as relays
for forwarding messages or jammers for broadcasting noise
was investigated to minimize the secrecy outage probability
in cooperative wireless networks.

At the same time, the energy deficiency of battery-powered
devices remains a bottleneck in the improvement of the oper-
ational time and reliability of IoT. To address the problem of
energy shortage, energy harvesting (EH) from radio frequency
(RF) signals is suggested as a promising solution. A number of
studies of RF EH have been investigated by various research
groups [10]-[16]. In [10]-[12], the concept of simultaneous

2327-4662 (c) 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/JI0T.2018.2830880, IEEE Internet of

Things Journal

wireless information and power transfer (SWIPT) was ad-
vanced, and two mode switching techniques of opportunistic
time switching and dynamic power splitting were proposed.
Based on this concept, several relay schemes capable of RF
EH have been investigated [13]-[16]. In [13], two amplify-
and-forward (AF) relaying schemes based on time switching
and power splitting were proposed to perform both EH and
information processing at the relay, and the outage probability
and the ergodic capacity were then analyzed. In [14], time
switching-based AF and decode-and-forward (DF) relaying
schemes were considered, and an achievable throughput for
each scheme was derived. In [15], a ‘harvest-and-forward’
relaying strategy, which optimizes the antenna selection and
power splitting techniques jointly, was proposed to improve
the achievable rate for a wireless-powered relay with multi-
ple antennas. Moreover, a hybrid scheme combining power
splitting and time switching was also suggested to maximize
network throughput for both AF and DF relaying [16].

Because of security vulnerability and energy scarcity at
the relay in IoT, there have been some attempts recently to
consider both physical layer security and EH in relay networks
[17]-[21]. In [17], a wireless-powered jammer was considered
for secure communication between source and destination in
the presence of an eavesdropper, and the rate parameters
regarding the codeword and secret information were optimized
to maximize throughput subject to a secrecy outage probability
constraint. In [18], multiple wireless-powered jammers were
used to guarantee secure two-hop relay networks, and the
covariance matrices for cooperative jamming and the beam-
forming matrix for AF relaying were jointly optimized. In [19],
an ‘accumulate-and-jam’ scheme using a wireless-powered
full-duplex jammer was proposed, and secrecy performance
metrics were investigated. In [20], EH-enabled AF relays
performing both relaying and jamming were considered, and
the optimal beamforming vectors were derived to maximize
the achievable secrecy rate. In [21], an untrusted relay capable
of EH was considered, and destination-assisted jamming was
applied to maintain information confidentiality from the relay
node. Both the secrecy outage probability and the ergodic
secrecy rate were derived analytically.

In this paper, we propose two wireless-powered two-hop
relaying schemes for improving secrecy capacity in the pres-
ence of an eavesdropper. The proposed schemes are based on
two popular schemes for SWIPT problem: power splitting and
time switching, and additionally considers the jamming noise
transmission at the destination to prevent the eavesdropper
from decoding the relaying signal. This jamming noise can
also be utilized for harvesting energy at the wireless-powered
relay. Since our system model is based on the well-known
SWIPT schemes, it is easy to see the effect of security
constraint on the optimal control parameters (power splitting
ratio and time switching ratio) and the secrecy performance
through the comparisons with the conventional schemes. In
addition, to the best of our knowledge, this is the first work
that derives the closed-form expressions of optimal power
splitting ratio and time switching ratio in a secure relaying
model based on both RF energy harvesting and jamming
noise. Although there have been several previous works on

the secure relay communications with RF energy harvesting
[17]-[21], they have not explicitly explained the behaviors and
performances of the schemes in closed-form expressions. The
main contributions of the paper can be summarized as follows.

o We propose two relaying schemes for a wireless-powered
relay in the presence of an eavesdropper: power splitting-
based relaying (PSR) and time switching-based relaying
(TSR). They adaptively control the power splitting ratio
(p) and time switching ratio («), respectively, by consid-
ering EH, signal processing, and eavesdropping.

« For both proposed schemes, we prove the concavity of the
secrecy capacity with respect to the control parameters
and derive the closed-form expressions of the optimal
control parameters for maximizing secrecy capacity under
the high signal-to-noise ratio (SNR) assumption.'

o Numerical results demonstrate that the proposed PSR and
TSR schemes using the optimized values of p and «
achieve near-optimal performance in terms of secrecy
capacity. Notably, it is revealed that the optimal p and
a do not depend on the relay-to-eavesdropper link in a
high SNR regime, which means that near-optimal secrecy
capacity can be achieved regardless of the location of
the eavesdropper. Furthermore, intensive simulations in
various scenarios reveal that the two proposed relaying
schemes can be used complementarily according to the
network environments.

The remainder of this paper is organized as follows. In
Section II, we present the system model of the considered
relay network. In Sections III and IV, we describe the proposed
PSR and TSR schemes, we obtain the optimal values of p and
« analytically, and we verify their optimality in terms of the
secrecy capacity. In Section V, we compare the proposed PSR
and TSR schemes and investigate their behaviors in various
scenarios. Finally, we set out our conclusions in Section VL.

II. SYSTEM MODEL

We consider a two-hop relay network consisting of a source,
a relay, a destination, and an eavesdropper, as shown in Fig. 1.
We consider a scenario where the eavesdropper sets the relay
as a target and wiretaps the transmit signal of the relay with
its directional antenna. Since the directional antenna provides
a high receive sensitivity for the direction of the relay but
a low sensitivity for the other directions, the eavesdropper
cannot receive the signal from the source. For this reason, the
source-to-eavesdropper and destination-to-eavesdropper links
are ignored in the system model. Such secure relay network
model has also been considered in [8], [9], [18], [20]. The
channel gains for source-to-relay, relay-to-destination, and
relay-to-eavesdropper links are denoted by hg,, hy.q, and Ay,
respectively. Here, we assume that hg, and h,.4 can be known
at the relay through the channel estimation because they are
the channels of reliable wireless links among legitimate nodes.

'The high SNR assumption can be justified by the fact that the energy
harvesting technology is generally operated in a high SNR due to its low power
sensitivity. For example, information reception and RF energy harvesting work
on very different power sensitivity, e.g., -10 dBm for energy harvesters while
-60 dBm for information receivers [22], [23].
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Fig. 1. System model of the considered relay network

However, h,. is unknown at the relay because it is difficult
to estimate h,. in a practical environment where we do not
know the location of eavesdropper. The channel reciprocity is
assumed. We consider a quasi-static frequency non-selective
channel, so that the channel gains remain constant over the
block time of 7" and change independently every block.

The block time 7" is divided into two phases of the same
length [13]-[21].2 Both the proposed PSR and TSR are based
on amplify-and-forward (AF) method, i.e., the relay does
not need to decode the source signal and just amplifies and
forwards the received signals using the harvested energy.
The only difference between them is the way to split the
received signal for harvesting energy and transferring data
signal, e.g., PSR and TSR split the received signal with respect
to power and time, respectively. Both of them follow the
procedures given below. During the first phase, the source
and destination transmit a data signal s and a jamming noise
z, respectively, while the relay receives the data signal s
together with the jamming noise z. The relay is assumed to
have not enough power supply for transmission. Hence, the
relay harvests energy from some power/time portion of the
received signal and amplifies the remaining portion of the
received signal with the harvested energy in the first phase.
During the second phase, the relay forwards the amplified
signal containing s and z using the harvested energy. Although
the decoding at the eavesdropper is interfered by the jamming
noise z, the destination is able to cancel out 2z from its received
signal by using successive interference cancellation (SIC).
Consequently, the jamming noise z only degrades the received
signal of the eavesdropper, which has no prior knowledge on
z. The differences from the standard SWIPT schemes are the
existence of eavesdropper and the jamming signal transmitted
by destination. The reason that we have considered simple
variations of the standard model is to focus on the effect of
eavesdropper in the wireless-powered relay network.

2The lengths of two phases can be flexibly determined according to the
environments, but the phase length optimization is beyond the scope of this
paper.

< T .

S R<Dtans (10) |~~~ """ 7° |

Sy P R—»D trans. |

EHfromstzatR(p) | }
Phase 1:T/2  Phase2:T/2

Fig. 2. Power splitting-based relaying scheme

Note that there are two types of noise, namely antenna noise
and baseband noise. Antenna noise n4 is generated at the
receiving antenna while the baseband noise n is produced at
the information detector during the signal processing stage. In
general, n 4 is much smaller than n and is usually ignored [10],
[12]. We assume that the baseband noise in the received signal
of each node follows complex Gaussian distribution with zero-
mean and variance o2, In other words, the baseband noise
at the relay n,., destination ng4, and eavesdropper n. follows
CN (0,02%).

As a performance measure for secure communications, we
consider the achievable secrecy capacity [24]. The secrecy
capacity is defined as the maximum achievable data rate while
preventing the eavesdropper from recovering any information
of transmitted signal. Hence, a higher secrecy capacity means
that we can successfully transfer more information bits to the
destination without any information leakage to the eavesdrop-
per.

III. POWER SPLITTING-BASED RELAYING SCHEME

A. scheme Description

Fig. 2 illustrates the proposed PSR scheme. During the first
phase of length L, the relay receives information and harvests
energy simultaneously from the received RF signal with power
splitting technique [12]. In other words, the received RF
signal is split into two portions. The portion of p is used
for harvesting energy and the remaining 1 — p is used for
amplifying and forwarding the data signal, 0 < p < 1. After
the RF energy harvesting, the received signal at the relay is
represented by

Yr =/ (1 = p)Pshgrs + /(1 — p)P.hpgz + 1y (D

where P; denotes the transmit power for signal s at the source
and P, denotes the transmit power for jamming noise z at
the destination. Here, s and z have a normalized power, i.e.,
E[|s|?] = E[|z|?] = 1. At the same time, the harvested energy
at the relay, F,, is expressed as

_ TT}P(PSVLSTP + P2|hrd|2) _ TnpE;

E
h 2 2

2

where 7 is an energy conversion efficiency and E, is defined
as Pslhsr|? + P.|hq|?

During the second phase with the remaining %, the relay
forwards the amplified signal using the harvested energy, Ej,.
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Thus, the transmitted signal from the relay, x,, is described
as

vV Eryr
\/(1 — p)(Ps|hsr|* + P:|hyal?) + o2
vV Eryr

= 3
D= @

where the denominator /(1 — p)E, 4+ o2 is the power con-

straint factor at the relay, and P, is the transmission power at
the relay, which is given by

Ty

Ej

PT:Ti/Z

=npkE,. “)
Then, the received signal at the destination, y4, is obtained as

Ya = NraTr + Na

_ \/(1_p)PsPThsrhrdS+ \ P’r‘hrdnr
(1=p)E; + 02

J(1=p)P,P.h2 2
+ ( p) rd +ng

(I-p)Er +0°

self —cancellation

\/(l_p)PsPrhsrhrdS"' VP hpany i
= n

T=p)E, + o7

a )

(1—p) P, P.h2 2
can be removed by a self-interference cancellation at the desti-
nation. Here, we assume that the self-interference cancellation
is perfect [8]. On the other hand, the received signal at the
eavesdropper, ., is represented by

where the part related to the jamming noise,

Ye = hrexr + Ne

vV (1_p)PsPrhsrhreS+ Vv Prh'renr
(I=p)Er + 0°

/(1=p)P,P.hyghyez
+ (1-p) d n

(1-p)E, +0°

Ne (6)

where the jamming noise z acts as interference to prevent
the eavesdropper from decoding s, thereby ensuring secure
communication.

B. Optimal Power Splitting Ratio

We seek an optimal power splitting ratio, p*, for maximizing
the secrecy capacity. From (5), the SNR at the destination, I'y,
is obtained as

(1= p) Py Pyl hoy |2 Bura]?
(lfp)Er + 02
(1-p)E, + o2
_ np(1—p) Er-Ps|hs [*|hral?
npEy|hyq|?0? + 02((1-p)E, + 02)

T, =

(7

From (6), the SNR at the eavesdropper, I'., is calculated as

(1=p) PsPr|hsy [*|re|?

I'.= (1ip)E7 +02
‘ (1_P)PTPZ‘hrd|2|hre‘2 Pr‘hre|202 2
(1-p)E, + 02 (1—p)E, + 02

_ np(1=p) Er Py |hsr [* e |?
anT’|hre|2((1_p)Pz|hrd|2+02)+02((1_p)Er+02) '
®)

Then, the achievable rates at the destination and the eaves-
dropper are given by Rq = Zlogy(1 + I'y) and R, =
% log,(1+4T'.), respectively. The achievable secrecy capacity
is defined as the difference between R, and R., as follows.

Cs 2 [Ry— R.]"

[T 1+T,\17"

- {21%(1%6)] ®
+

~ Blog2 Gdﬂ (in high SNR) (10)

where the approximation is based on the assumption of high
SNR (i.e., 'y > 1 and I'. > 1). Note that we will discuss the
effect of this approximation on the performance in detail in
sub-section III-C. As shown in (9) and (10), the achievable
secrecy capacity is zero if I'y < T'.. This implies that it
is unable to ensure the secure communication without any
information leakage to the eavesdropper. For this reason, we
assume 'y > TI'. to derive a practically meaningful solution.
This condition of I'; > I'. can be practically satisfied by
using a directional antenna at the relay because the directional
antenna provides a high receive sensitivity for the target
direction (i.e., toward the destination) than the other directions
(i.e., toward the eavesdropper).

Now, we define I'y £ £¢ and find an optimal p for maxi-
mizing 'y instead of C in closed-form under the assumption
of high SNR. Thus, I'y is given by

L'y
T,
_|hrd|2{anr|hre|2((1_p)Pz|hrd|2+02)+02((1_p)ET +02)}
B |hre2{npEr|hral?0? +02(1-p) Er + 02)}
|hea|*{=p*A+ p(A+ B) + D}

r.2

11
|hre|2{pC+D} ( )
where
A= nETPz|h7*e|2|hrd|2v
B = Er(nlhw|2 - 1)‘72:
C = Eq(n|hral* —1)0?,
D = o*(E, + o?%). (12)

The second derivative of I'y with respect to (w.rt.) p is
calculated as
0T,
Op?

_ 2aPDACHD) L CB-0)
B |hre‘2(pC+D)3 )
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With A(C + D) = nP.E20%|ye hyal? (nlhral® + 5 ) and
C(B-C) =nE?0* (n|hral® = 1) (|hre* = [hrql?), the ratio
of these two can be represented by

2 2, o2
ACD)  |hgal2P.  |rel? (nlheal + ) (14)
C(B-0) o2 (nlheal>=1) (|hrel® =|hral?)”
From the high SNR assumption, e.g., ‘h“ff# > 1, it is

confirmed that ’ E?F C;’ is greater than 1. This implies that

|C(B — )| is smaller than A(C' + D) because A(C + D)
is a positive value. Based on the above derivations and the
fact that (pC' + D) > 0, we can conclude that 362;} < 0, and
therefore, 'y is a concave function of p.

Then, we can find p for maximizing I'; from the following
condition.

Oy _ _ |hal{ACP*+24Dp—(A+B-C)D} _ as)

dp [hre 2(pC+D)?
From the quadratic formula, the solutions of (15) can be
obtained as

—AD 4+ /(AD)2+ ACD(A+ B —C)
AC
—AD £ \/AD{A(C + D)+ C(B - C)}
= . (16)
AC
In (16), C < 0 because 71|h,q|?> < 1 in C. Thus, the following
inequality, A(C 4+ D) < AD, holds. In addition, |C(B — C)|
is rather smaller than A(C' 4+ D) as mentioned in (13). In

consequence, \/AD(A(C + D) + C(B — C)) has a value be-
—AD— \/AD(A(C+D)+C(B ))

*

tween 0 and AD. Furthermore,

is always larger than 1 because |D| > |C| and C < 0,

—~AD++/AD(A(C+D)+C(B-0))
AC

while 0 <

is finally obtained as

—AD +\/AD{A(C + D) +C(B - C)}
AC '

Furthermore, the high SNR approximation can eliminate those
equations of order o*. Thus, C(B — C) approaches zero and
D =~ 0%E, so that p* in (17) can be simplified as

» —AD + /AD{A(C + D)}
AC
—p+/DICTD)
C

~02E, + \/02E,.(E.(n|hyq|> — 1)02
E(n|hral* —1)0?

1
— = (in high SNR)
77|hrd|2

< 1. Therefore, p*

*

a7

Q

+o02E,)

Q

(18)

From the numerical result of (18), we make the following two
remarks.

Remark 1 (Effective range of p*). In a high SNR regime,
the range of p* is determined as % < p* < 1, regardless of
channel conditions on hgy, h.q, and h,.. In the PSR scheme,
it is desirable for the relay to allocate more power to energy
harvesting rather than to information reception.
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Fig. 3. Secrecy capacity vs. power splitting ratio

Remark 2 (Channel dependency of p*). In a high SNR regime,
p* is only affected by h,.q. This implies that the PSR can
be optimized without the knowledge of CSI related to the
eavesdropper (i.e., hy.). Consequently, the proposed scheme
is effective even for practical environments where there is no
eavesdropper’s CSI.

C. Evaluation of Optimality

We evaluate the accuracy of the derived power splitting ratio
and its achievable secrecy capacity. The default parameters
usedare T =1, P, =P, =P =1, 62 =104, and n =205
[23].

Fig. 3 shows the secrecy capacity (C's) versus the power
splitting ratio (p). Here, consider three cases with specific
channel parameters as follows: i) |hyq|> = |hsr|? = |hre|® =
0.1, ii) |hrq? = 0.15 > |he > = 0.1 > |hye|> = 0.05, and
iii) |hrql? = 0.05 < |hgr|? = 0.1 < |hye|> = 0.15. Note that
the exact p is obtained by an exhaustive search for a solution
to maximize (9) while the proposed p and the approximated p
are analytical results obtained from (17) and (18), respectively.
As previously shown, Cs is concave w.r.t. p, so that the exact
p for maximizing C's exists. It is verified that the proposed p
and approximated p are in good agreement with the exact p,
which indicates that the high SNR approximation in (10) is
reasonable. Moreover, they are observed at the point between
% and 1 for all cases, as mentioned in Remark 1.

Fig. 4 shows the power splitting ratio (a) and the secrecy
capacity (b) versus the transmit SNR (%). Here, we used an
exponential random variable with a mean of 0.1 to generate
hsr, hrq, and h,.., and performed 10,000 experiments to obtain
an average. As shown in Fig. 4(a), there is little difference
among the proposed p, the approximated p, and the exact p
in the high SNR regime, but the differences increase as the
transmit SNR decreases. Specifically, the proposed p and the
approximated p start to differ from the exact p as 0—132 < 50
dB and % < 70 dB, respectively. Nevertheless, in terms of
secrecy capacity as shown in Fig. 4(b), the performance gap of
each p is small even in the low SNR regime. In other words,
the C's of the proposed p and the approximated p differ slightly
from that of the exact p when 0—1’; < 30 dB.
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IV. TIME SWITCHING-BASED RELAYING SCHEME

A. scheme Description

Fig. 5 shows the considered TSR scheme. The time block is
generally divided into two phases according to the functions
of reception and transmission. The first phase for reception
consists of two subphases. The first subphase with length a7
is used for harvesting energy from both the source signal and
the jamming noise at the relay and the second subphase with
length O_TQT is used for amplifying the received signals from
the source and the destination. The second phase with length
% is utilized for the relay to transmit the received signal

to the destination [13], [14], [21].

In the first subphase, the harvested energy at the relay, Ey,
is represented by

E), = Tnoa(Ps|hge|? + P.|hya)?) = TnaE, (19)

where E,. is defined as Ps|hg.|> + P.|hqq|>. In the second
subphase, the received signal at the relay, y,., is obtained as

Yr = /Pahigrs + \/Pohipaz + . (20)

Then, in the second phase, the transmitted signal from the
relay, x,, consuming E}j, is given by

_ VP,
\/Ps|hsr|2 + Pz‘hrd|2 + 02
vV Py

= 1)

where the denominator /E, 4+ o2 is the power constraint
factor at the relay. Here, the transmission power at the relay,
P,, is found as

Lr

By _ 2nak;
1-a)T/2 1-a
Then, the received signal at the destination, y4, is expressed
as

P = (22)

Yd = hraZr + ng
_ VPs P hg hygs++/ Prhrgn, n \/PzPrhfdz g
VE, + o2 VE, + o2
————
self —cancellation
_V Py Pohsrhras++/ Prhpgny +ny
VE, + o2 .
Similar2 to the PSR scheme, the factors relevant to z,
7%7 can be eliminated by self-interference cancellation
at the destination. At the same time, the received signal at the
eavesdropper, ¥., is given by

(23)

Ye = hpeTr + e
Y PyP.hgrhyes+ \Y% Pohpen, + VP, Prhrghyez

=+ Ne.
VE, + 2 VE,.+ o2
(24

As shown, the jamming noise, z, plays a key role in enhanc-
ing physical layer security by disrupting the eavesdropper’s
attempts to decode the source signal, s.

B. Optimal Time Switching Ratio

First, we reveal that the secrecy capacity is concave w.r.t. «
under a high SNR environment, in order to show the existence
and uniqueness of an optimal time splitting ratio. From (23),
the SNR at the destination, I'y, is found as

ZnaErPs|hsr|2‘hrd|2
(1—-a)(E, +02?)
2nak,|h.q|?o?
(- a)(E, + %)
2770[E7"Ps|hsr|2|hrd‘2

= . 25
2naEy|heql?0? + 02(1 — a)(E, + 02) (25)

T, =

+ 02

2327-4662 (c) 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/JI0T.2018.2830880, IEEE Internet of

Things Journal

At the same time, from (24), the SNR at the eavesdropper, I'.,
is obtained as
2770¢Erps|hsr|2|hre‘2
(1—a)(B, + %)
2naE, P, |hya|?|herel? 2naE,|he|?0? e
I—a)(B +0%) ' (1—a)(B, +0°)
27704Erps‘hsr|2|hre|2
2na B hye|2(Po)hrg|? + 02) + 02(1 — a)(E, + 02)°
(26)
Then, the achievable rates at the destination and the eaves-
?rop;))er are given by Ry = (1720‘)T logo(1 +T'y) and R, =
1—a)T

5~ log,(1+T.), respectively. Thus, the achievable secrecy

capacity is defined as
Cs 2 [Rq—R.]"
(1—a)T 1+T,\1"
= log,
2 1+T
1—a)T ry\1+"
~ [(20‘) log, (;)} (in high SNR)  (28)
where the high SNR approximation is utilized in a similar way
to the PSR scheme. Here, we define I'; as
r,2 Lq
S Fe
_ |hrd|2{2naET‘hre|2(Pz|hrd|2+a2)+02(1_a)(Er+U2)}
B |hre|2{2nQE | hrq|?0? + 02(1 — o) (E, + 02)}
B |hral?(Aa + (1 — ) D)

I'e=

27

= e (Ba+ (1—a)D) 29
where

A = 2nEr|hre|2(Pz|hrd|2 + 02)7

B = 2B, |h,q|?c?,

D = o*(E, + o?). (30)

To show the concavity of Cis w.r.t. a, we define h(a) =
1—-a)T
f(@) - g(e), where h(a) 2 Cs, fla) 2 =2 and
g(a) = log, (I'). Then, the second derivative of h(a) w.r.t.
v is derived as

h'(e) = f"()g(a) +2f'(a)g' (o) + f(e)g" ()
=2f"()g' () + f(a)g"(a). (. f"(e) =0) GBI
Here, f'(a), ¢’(c), and ¢"(«) are calculated as
T
f/(Oé) = _57
., _ D(A-B)
9(0) = axx,
J"(a) = —D(A=B){(B—D)X1+(A-D)Xs}
In2X2X2
where we define X; £ Aa+ (1 —a)D and X, £ Ba+ (1 —
a)D. Finally, h”(a) is represented by
—TD(A— B) { XX+ 52(B— DX+ 52(A— D, }
n2X2X2
_ —TDU- BB+ (D) X+ U - DY
B In2X?X2 '

(32)

h(a) =

(33)
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Since A > B and A > D hold in the high SNR regime,
we conclude that A”(«) < 0 and Cg is concave w.r.t. « for
0<a<l.

Based on this proof of concavity, we can find the optimal
value of o to maximize Cs from the following condition.

503 T ( A B |hrcl|2

9o 2m2\(A—D)a+D (B—D)atD  |hee|?
—In(A-D)a+D) + 1n((BD)a+D)> =0. (34)

With the assumption of high SNR, A > D, A > B, and
D > B all hold. Thus, (34) can be simplified as follows.

805 1 l1—« A|h,.d|2
72— 4] —1 =0. 35
Oa « +hn nD|hm|2 (35
By solving (35), the optimal a* is found as
. 1
o =
Alhyql?
W ———7— 1
<D|hm|2 )"
1
~ in high SNR)
21yl 2(P. g2 + 02 (in
W( n|hral*( 2| d| +0)>+1
o?-e

(36)
where W(-) denotes the Lambert W-function.

Remark 3 (Channel dependency of «*). In a high SNR
regime, o* is only influenced by h,q. TSR can achieve asymp-
totically the same secrecy capacity performance even if there
is no eavesdropper’s CSI.>

C. Evaluation of Optimality

To evaluate the optimality of the proposed a, we use the
same parameters used in III-C. Fig. 6 shows the secrecy
capacity (Cs) versus the time switching ratio (a). Here,
the exact « is a solution obtained by exhaustive search to

3In Remarks 2 and 3, h,q can be easily obtained using existing channel
estimation methods [25], [26] with regard to derive p* and a*.
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maximize (27) while the proposed « is obtained from (36).
As previously shown, Cg is concave w.rt. a, and there is
an optimal « to maximize C's. There is a slight difference
between the exact o and the proposed « because the proposed
« is derived under the assumption of high SNR. As the
relay-to-destination channel |hrd|2 decreases, the optimal «
increases, similar to the PSR scheme. This is because the relay
needs to spend more time on EH rather than on information
processing in order to improve Cg as the relay-to-destination
channel deteriorates.

Fig. 7 shows the time switching ratio (a) and the secrecy
capacity (b) versus the transmit SNR (%), respectively. Due
to the high SNR approximation, there is a slight difference
between the exact o and the proposed «, as shown in Fig.
7(a). Nevertheless, the Cs of the proposed « approaches that
of the exact o when U—P; is greater than 40 dB, as shown in
Fig. 7(b).

V. COMPARISON OF PSR AND TSR SCHEMES

We compare the secrecy capacity of the PSR and TSR
schemes according to the changes in wireless channel and
other system parameters. Unless otherwise stated, we consider
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Fig. 8. Secrecy capacity vs. relay-to-eavesdropper distance (dr.) when dgq =
200 m and dg = 100 m

the following system parameters: 7 = 1 [17]*, n = 0.5
[23], P, = P, = P = 43 dBm [14], [20], and 0% = —93
dBm [14], [17]. For the generation of wireless channels, we
define the channel between node i and j as h;; = i,
where d;; is the physical distance between two nodes, mis
a path-loss exponent, and g;; is a fading coefficient. Here,
gi; 1s an exponential random variable with mean \;;. We set
Asr = Mg = Ape = 1 [11]-[13] and m = 2.7 assuming an
urban cellular network environment [27].

A. Effects of Wireless Channels

First, we investigate the performance of the PSR and TSR
schemes according to the channel variation of each link. Fig.
8 shows the secrecy capacity versus the relay-to-eavesdropper
distance (d,.) when dsq = 200 m and dgz. = 100 m. Both
PSR and TSR show constant secrecy capacity regardless of
dr.. This is because p* and o* are not affected by h,. in
the high SNR environment as mentioned in Remarks 2 and
3. Here, p* = 0.94 and o* = 0.28 are maintained regardless
of d,.. These behaviours are key to ensuring the proposed
schemes remain operational in real environments because the
location of the eavesdropper is generally unknown, therefore
it is impossible to obtain the CSI of the eavesdropper.

Fig. 9 shows the secrecy capacity versus the source-to-
destination distance (dsy) when the relay is placed in the
middle of dsg and d,. = 50 m. As dyq increases, the signal
strength from the source to the destination is attenuated, and
thus the Cg of the two schemes decreases. This result shows
that PSR achieves a higher C's than TSR when d is less than
500 m. In other words, PSR performs better than TSR as the
channel between the source and the destination improves.

Fig. 10 shows the secrecy capacity versus the source-to-
relay distance (ds-) when d,.. = 50 m and dgq = 500 m.
Both schemes yield an increasing Cg as dg, increases because

4The amount of harvested energy depends on the block time length, T, so
the relay can harvest a sufficient energy for forwarding signals by adjusting
T. Note that we considered 7' = 1 in our work because the optimal p and
« that we derived are irrelevant to 7', but the amount of harvested energy at
the relay can be practically increased by extending 7.
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the jamming noise has more of an effect in decreasing I'.
when the relay is close to the destination. We also observe
that the difference in C's between the proposed and exact TSR
increases as dg, increases. This is because the increase in dg,
violates the condition D > B, which is required to derive
(36). Considering the variance of d,., PSR yields a higher Cg
than TSR as dg, increases (i.e., the channel condition is too
bad for the eavesdropper to wiretap).

B. Effects of Other System Parameters

Additionally, we investigate the performances of PSR and
TSR to assess the effects of other system parameters, such as
path-loss exponent, energy conversion efficiency, and transmis-
sion power. To exclude the effects of wireless channel, we use
dre =50 m, dgg = 500 m, and d,, = d§d for this evaluation,
based on the previous results in Figs. 9 and 10.

Fig. 11 shows the secrecy capacity versus the path-loss
exponent (m). The increase in path-loss exponent results in a
decrease in Cs for both schemes due to the attenuated signal
strength. It is observed that C's of PSR is greater than that of
TSR at smaller m, e.g., m < 2.7.
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Fig. 12 shows the secrecy capacity versus the energy con-
version efficiency (7). A larger 7 leads to an increase in C'g for
both schemes because the relay can harvest more energy from
the source signal and jamming noise and thus use a greater
power to forward the received signal to the destination. We
also confirm that the Cs of PSR starts to exceed that of TSR
when 7 is greater than 0.5.

Fig. 13 shows the secrecy capacity versus the transmission
power (P). Fig. 13(a) shows the result when the source and
the destination use identical transmission power (Ps = P, =
P = 43 dBm) while Fig. 13(b) shows the result when the
transmission power of the destination is fixed at P, = 43
dBm while that of the source is varied from 25 dBm to
55 dBm. In the case of identical transmission power, as P
increases, the destination can receive a stronger source signal
while the eavesdropper is interrupted by a stronger jamming
noise. In consequence, the C's of the two schemes improves
with increasing P. In the case of non-identical transmission
power, as Ps increases, not only the destination receives a
strong signal from the source, but the eavesdropper is also
more likely to overhear the signal from the source. As a result,
the increasing rate of Cs is slow, compared to that in Fig.

2327-4662 (c) 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/JI0T.2018.2830880, IEEE Internet of

Things Journal

10

N

—X— PSR (Exact)
—0O— PSR (Proposed)
—¥— TSR (Exact)

—A— TSR (Proposed) /

[N

S)

o
(=]
N 1
p
N\
N

o
o

AN
%

Secrecy Capacity, Cg (bps/Hz)

e

o
[N
¢

o
[S)
i

25 28 31 34 37 40 43 46 49 52 55
Transmission power, P (dBm)

(a) Case for identical transmission power (Ps = P, = P = 43 dBm)

I
3}

—X— PSR (Exact)
—0O— PSR (Proposed)
—¥— TSR (Exact)

—A— TSR (Proposed)

o
~

o
w

o
[N
.

K

i i
25 28 31 34 37 40 43 46 49 52 55

Secrecy Capacity, Cg (bps/Hz)
o

o
[S)

Transmission power of source, P_(dBm)

(b) Case for non-identical transmission power (P, = 43 dBm)

Fig. 13. Secrecy capacity vs. transmission power (P)

13(a). In addition, PSR achieves a better performance of Cg
than TSR when the transmission power is greater than 43 dBm
for both cases.

In summary, PSR shows a better secrecy capacity than TSR
when the channel condition is unfavourable to the eavesdrop-
per for wiretapping (i.e, smaller m, higher 7, and greater P).
Moreover, the performance of proposed schemes generally
coincides with that of exact schemes in real environments even
though we derived optimal p and o with the assumption of
high SNR.

VI. CONCLUSION

We investigated a wireless-powered relay system with
destination-assisted jamming assuming the existence of an
eavesdropper, in an attempt to maximize secrecy capacity.
We proposed PSR and TSR schemes that adaptively control
the power splitting ratio (p) and time switching ratio (o),
respectively. We then proved the concavity of the secrecy
capacity with respect to p and « under the assumption of
high SNR and found closed-form optimal solutions of p and
« to maximize secrecy capacity. Numerical results show that

PSR and TSR schemes with p* and a* can achieve near-
optimal secrecy capacity even if there is no CSI on the
eavesdropper. Comparisons of PSR and TSR in various sce-
narios also revealed that the two schemes have complementary
performances according to the network environments. PSR
outperforms TSR in terms of secrecy capacity if the network
deployment is unfavorable for the eavesdropper to wiretap
the relay (i.e., smaller dgq, larger dg,., smaller m, higher 7,
and greater P). Therefore, the two proposed schemes can be
used complementarily according to the network deployment.
We expect the proposed relaying schemes to be applicable for
resolving not only energy scarcity but also information security
problems in future energy-limited wireless networks. For the
further work, we will investigate the optimal policy of relay
in consideration of the source-to-eavesdropper link.
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